


General Availability Features

Release Name: v2023.12 Latest Hotfix Name:N/A

Release Date: 2023-12-31 Latest Hotfix Date:N/A

These are the release notes of Monopam v2023.12

Monopam is an Privileged Access/AccountManagement solution for enterprise-level
organizations. Monopam has enterprise grade features, and these features help
companies to secure their privileged account and access critical environments.

These release notes contain the following information.
● New Features
● Improvement
● Bug Fixes
● Known Issues
● Supported Platforms
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1. New Features

Key Type Name Release Notes

MPAM-505 New Feature Quickly add users to policy rules on the user detail page.

MPAM-493 New Feature Password Reset, Discover Local Accountsmoved to agentless
structure.

MPAM-490 New Feature "SameWindow" connection option is added to PAMWebUI for
streamlined resource access.

MPAM-353 New Feature Fixed Window Size setting is added for resource connections
requiring specific screen dimensions.

MPAM-296 New Feature Typing new password case is handled if user has recently
changed his/her sso password.
Note: RequiresMonosign v2023.12 or higher.

MPAM-225 New Feature Discover Policy feature is implemented to auto-discover /
auto-import resources on Active Directory.

2. Improvement

Key Type Name Release Notes

MPAM-514 Improvement ShowClient Connections in User View

MPAM-513 Improvement Edit option is added to Vault Access Policy Items.

MPAM-502 Improvement ConnectionId (Recording File name) is added to Disconnect
audit, and scheduled report.

MPAM-501 Improvement /ping/hc endpoint is added to Monopam Web; it checks
Database, Cache and all active gateways.
/ping/hc endpoint is added to Monopam Gateway; it checks
SignalR connection with Monopam Web, TermService is
running, fDenyTSConnections registry and RDSGrace period
remaining days.

MPAM-500 Improvement Fullname, Email, SourceName informations are added to user
search component.

MPAM-499 Improvement "Does not contain", "Does not begins with", "Does not ends
with" conditions are added to rule component.

3 | Page



MPAM-498 Improvement You can see Local User's Local Admin Status and Flags.

MPAM-497 Improvement "Audits" is added to Discover, Password Rotation, Password
Validation policies details page.

MPAM-495 Improvement Custom RDP port settings are added to resource detail &
system level global settings.

MPAM-494 Improvement Only Start Date, Only End Date and interval options are
implemented for scheduled reports.
Duration column is added to scheduled reports.

MPAM-492 Improvement Error messages are added to audit descriptions for
connection.

MPAM-489 Improvement Managing custom KeyCodes is added under System /
Configurations / Keyboard.

MPAM-487 Improvement "ffmpeg" is upgraded to version 6.0.

MPAM-485 Improvement Performance improvement is performed for policy engine for
Resource Access & Vault Access policies.

MPAM-484 Improvement Gateway definition is added to server ping test.

MPAM-483 Improvement AES / DES key validation is added to password rotation part.

MPAM-469 Improvement SSO passwordsmoved to new secret structure.

MPAM-314 Improvement Scheduled Connection with approval feature is implemented.

3. Bug Fixes

Key Type Name Release Notes

MPAM-512 Bug Actions are disabled on NonAdmin user on Vault page.

MPAM-510 Bug Reconcile audits &messages are improved.

MPAM-509 Bug Console warnings are resolved for date picker compoent.

MPAM-508 Bug "No Data" case is fixed on table component.

MPAM-507 Bug Policy routing case is added if actor is a policy in "Audits"
page.
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MPAM-506 Bug "User not Found", "Resource not Found" cases are resolved
for Basic Policy.

MPAM-504 Bug Space selection is removed from Space Access Policy.

MPAM-503 Bug Unknown events in audits are resolved.

MPAM-491 Bug Process not exiting issue is resolved on Desktop App
Automations.

MPAM-488 Bug User sync issue is resolved on re-activated / re-assigned
user.
All "Monopam" users are syncedwith paging.
Auto Sync feature is implemented.
Note: RequiresMonosign v2023.12 or higher.

MPAM-486 Bug Reset local account issue is resolved.

MPAM-444 Bug Audit is added on Disconnect when IdleTimeout occurs.

4. Known Issues

There are no Known Issues reported in this release.

5. Supported Platforms

There are no changes to the supported platforms.
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