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Monofor Release Notes

Monosign

Release Notes - v2023.10

General Availability Features
Release Name: v2023.10 Latest Hotfix Name: N/A
Release Date: 2023-10-31 Latest Hotfix Date: N/A

These are the release notes of Monosign v2023.10

Monosign is an Identity & Access Management solution for enterprise-level
organizations. Monosign has enterprise-grade features, which help companies
secure their identities and identity-related environments.

These release notes contain the following information.
e New Features
e Improvement
e BugFixes
e KnownlIssues
e Supported Platforms
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1. New Features

Key Type Name [Release Notes

MSIGN-2807 | New Feature |Accessing Monopam APl over Account application is
implemented with "/pam/api proxy” endpoint.

MSIGN-2783 | New Feature |"services.monofor.com” is live for external services like push

messaging and license operations.

2. Improvement

Key Type Name [Release Notes

MSIGN-2822 | Improvement | “objectSid" attribute can be used in "Mappings” for active
directory to sync to profile property.

MSIGN-2821 | Improvement | Monopam is maked IsMaster on new Installations.

MSIGN-2818 | Improvement | Enhanced Login Ul to efficiently handle accounts with
multiple usernames using Userld parameter.

MSIGN-2811 | Improvement | Monosign-service is added to dependencies for APl health
check part.

MSIGN-2810 [Improvement | Login with DomainName + SourceName + SourceTitle is
added.

MSIGN-2806 | Improvement | Enum descriptions are added to swagger documentations.

MSIGN-2802 | Improvement | Queries refactored for performance in Automation service.

MSIGN-2801 | Improvement | Query analyzer feature is implemented and can be used with
these environment variables.
If a query takes more time than specified in
"MONOSIGN_SLOW_QUERY_THRESHOLD", it will be logged
as Warning in application logs.
MONOSIGN_ENABLE_QUERY_ANALYZER=true;
MONOSIGN_SLOW_QUERY_THRESHOLD=200; => (ms)

MSIGN-2800 | Improvement | Expire All sessions revised for passive / removed / disabled /

expired users.
For removed users; All sessions will be expired.

For other cases; all sessions will be expired excluding
authenticator session.
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MSIGN-2799 | Improvement | Monosign loadbalancer is upgraded to nginx 1.25.2 version.
“listen xxx ssl http2;"” should be replaced with following lines
=>
“listen xxx ssl;"

“http2 on;

MSIGN-2798 | Improvement | Cc option is added to mail provider.

MSIGN-2795 | Improvement | "My Primary User” option is removed if user source "Allow
Password Change" is false.

MSIGN-2794 [ Improvement | LastEndDate info is added to Monosign services.

MSIGN-2790 [Improvement | Primary login factor is enabled for Monosign Authenticator
via login policy.

MSIGN-2789 [ Improvement | Notification recover case is improved in case of MQ is
unreachable.

Failed notifications are re-tried within expiration time or
within 24 hours.

MSIGN-2729 | Improvement | Throttling control is added to authenticator usages APl as 30
seconds.

3. Bug Fixes
Key Type Name | Release Notes
MSIGN-2805 [Bug FormattedName order issue is resolved for SAML.
MSIGN-2804 |Bug Feature Flag issue is resolved that prevents some features to
be hidden.
MSIGN-2803 |Bug Space issue is resolved on SAML extra attributes, you can use
Space in names and values.

4. Known Issues

There are no Known Issues reported in this release.
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5. Supported Platforms

There are no changes to the supported platforms.
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