USA France

Turkey

Dubai

Monopam

Privileged Access Management

Release Notes-v2023.03

Do you need more information?

monofor.com
monosign.com
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Monopam

Release Notes - v2023.03

General Availability Features
Release Name: v2023.03 Latest Hotfix Name: N/A
Release Date: 2023-03-31 Latest Hotfix Date: N/A

These are the release notes of Monopam v2023.03

Monopam is an Privileged Access/Account Management solution for enterprise-level
organizations. Monopam has enterprise grade features, and these features help
companies to secure their privileged account and access critical environments.

These release notes contain the following information.
e New Features
e Improvement
e BugFixes
e KnownlIssues
e Supported Platforms
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1. New Features

Key Type Name [Release Notes

MPAM-300 | New Feature |Sorting options are added to tables an all pages.

MPAM-283 | New Feature [Privileged command simulation option is added under
“Resource Access Policy” "Privileged Commands™ tab.

MPAM-282 | New Feature |[Filters are added to Target, Event, and Time columns on Audit
page.

MPAM-277 | New Feature |Configuring log levels for MonoPam Web and MonoPam
Gateway feature is implemented under "Settings / Log
Settings”

MPAM-230 | New Feature |[Session observing feature isimplemented.

MPAM-217 New Feature |Gateway config download optionis added.

MPAM-181 New Feature |Active directory users import feature is implemented.

2. Improvement

Key Type Name |Release Notes

MPAM-322 Improvement | Access Policies Run Interval option is added to "Settings /
Configurations / Policy".
Default value is 5 minutes.

MPAM-312 Improvement | Privileged command check issue is resolved after changing
the user with "sudo su”

MPAM-307 Improvement | Detailed logs are removed for RDP and SSH connections.

To enable detailed log, you can use these environment

variables for gateway.
MONOPAM_GATEWAY_PROCESS_RDP_LOG = true
MONOPAM_GATEWAY_PROCESS_SSH_LOG = true

MPAM-306 Improvement | MonoPam gateway is protected with header check
middleware.

MPAM-304 Improvement | Logs for Automator / RSB / SSH / RDP are arranged.

MPAM-302 Improvement | Duration field added to "Audit” page.
Duration for connections added to audits.
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MPAM-293

Improvement

Refreshing with SignalR feature is added to Dashboard page.

MPAM-289 Improvement | Confirmation dialog is added when deleting credential that is
used by "Resource Access Policy”.

MPAM-288 [ Improvement | Icons are added to Control box.

MPAM-284 | Improvement | Redirecting to Account is implemented when "SingOut”.

MPAM-280 Improvement | Showing profile photo is implemented.

MPAM-279 Improvement | dotnet version is upgraded to .net7.0 for all MonoPam
components.

MPAM-270 Improvement | Audits are added to Connect / Disconnect / File Upload and
File Download operations.

MPAM-252 Improvement | After changing local account password, closing modal is
implemented.

MPAM-244 Improvement | SyncClipboard is added to transcript.

MPAM-240 Improvement | Redirecting to Account is implemented on sign out.

MPAM-229 | Improvement | “Scheduled Reports” feature is added audits.

MPAM-215 Improvement | Approval modal is improved to continue an on-going approval

process.

3. Bug Fixes

Key Type Name |Release Notes

MPAM-327 Bug Insert button bug is fixed.

MPAM-326 Bug Access page empty issue is resolved.

MPAM-321 Bug File corruption issue is resolved for all file types on File
Download.

MPAM-316 Bug Same name control is added Privileged Command creation.

MPAM-309 Bug Passive space listing bug is resolved.

MPAM-301 Bug Empty root folder issue is resolved on SSH file upload /
download.

MPAM-299 Bug Linked Items page console errors are resolved.
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MPAM-297 Bug Access page paging bug is fixed.

MPAM-292 Bug Credential history for unrelated credentials bug is resolved.
MPAM-291 Bug Credentials are filtered on "Credential for File Operations”
MPAM-290 Bug Deleting policy-related objects bug is resolved.

MPAM-273 Bug Issue is resolved that prevents User Policy from working.
MPAM-237 Bug Application proxy error case is resolved.

4. Known Issues

There are no Known Issues reported in this release.

5. Supported Platforms

There are no changes to the supported platforms.
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