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Monosign

Release Notes - v2023.07

General Availability Features
Release Name: v2023.07 Latest Hotfix Name: N/A
Release Date: 2023-07-31 Latest Hotfix Date: N/A

These are the release notes of Monosign v2023.07

Monosign is an Identity & Access Management solution for enterprise-level
organizations. Monosign has enterprise-grade features, which help companies
secure their identities and identity-related environments.

These release notes contain the following information.
e New Features
e Improvement
e BugFixes
e KnownlIssues
e Supported Platforms
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1. New Features

Key Type Name [Release Notes

MSIGN-2750 | New Feature |"Assign Licenses” option is added to Office 365 part.

MSIGN-2738 | New Feature |Tracing & Log Collection feature is added under System menu
in Management.

MSIGN-2707 | New Feature |Showing system and component status feature s

implemented under Management / System / Status.

2. Improvement

Key Type Name [Release Notes
MSIGN-2754 | Improvement | Performance improvement is performed on group search
parts.
MSIGN-2752 | Improvement | Individual passwords are excluded from password policies.
MSIGN-2740 | Improvement | “IsMaster” is removed from application edit mode.
MSIGN-2737 | Improvement | Default log settings and formats are applied to "account
“api’, "service’, "seed” and "management” applications.
MSIGN-2736 | Improvement [ Content Security Policy security level is improved.
MSIGN-2735 | Improvement | jQuery version is upgraded to 3.7.0
MSIGN-2734 | Improvement | nginx version is upgraded to 1.24.0.
To clear only version, "server_tokens off;" line can be added
to http block.
To remove "Server” header completely, "more_clear_headers
Server;" this line can be added to http block.
Add this line “load_module
modules/ngx_http_headers_more_{filter_module.so;" to the
beginning of nginx.conf file.
MSIGN-2733 | Improvement | Profile property validation is to profile property details.
You can edit these validation rules from management.
MSIGN-2732 [ Improvement | Showing descriptions is implemented in Configuration pages.
MSIGN-2731 | Improvement | Session Owner Check Added
MSIGN-2730 |Improvement | File extension is checked for uploading Profile Photos.
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MSIGN-2727 | Improvement | Changing the file server resource provisioning structure
MSIGN-2716 | Improvement | The flowchart interface is changed.
Fixed zooming and panning.
MSIGN-2710 | Improvement | Account responsive issue is resolved.
MSIGN-2704 | Improvement | CustomFlow endpoint is added to the "account” app to use in
external identity providers.
MSIGN-2680 |Improvement | Sending base information to the license portal is
implemented.
MSIGN-2608 | Improvement | Search option is added to the "Access Restrictions” page.
MSIGN-2225 | Improvement | Sign-In options are improved for MFA for RADIUS.
MSIGN-1299 [ Improvement | Adding authentication server features is implemented.
APl authorization with OpenlD feature is implemented.

Key Type Name | Release Notes

MSIGN-2757 | Bug “Invalid Token" error is resolved with OIDC - Authentication.

MSIGN-2753 | Bug “Locked” and "Password Change Required” flag issues are
resolved.

MSIGN-2749 [Bug Logo inside the QR Code is changed.

4. Known Issues

There are no Known Issues reported in this release.

5. Supported Platforms

There are no changes to the supported platforms.
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