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Monosign

Release Notes - v202311

General Availability Features
Release Name: v2023.11 Latest Hotfix Name: N/A
Release Date: 2023-11-30 Latest Hotfix Date: N/A

These are the release notes of Monosign v2023.11

Monosign is an Identity & Access Management solution for enterprise-level
organizations. Monosign has enterprise-grade features, which help companies
secure their identities and identity-related environments.

These release notes contain the following information.
e New Features
e Improvement
e BugFixes
e KnownlIssues
e Supported Platforms
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1. New Features

Key Type Name [Release Notes

MSIGN-2836 | New Feature |Privileged User option is added to Active Directory user
provider.

MSIGN-2743 | New Feature |"Hide Suggest Password” option is added to Source & Default

password policies.

2. Improvement

Key Type Name [Release Notes

MSIGN-2838 [Improvement | dotnet version is upgraded to "net 8"

MSIGN-2837 | Improvement | User search is improved with users source name / domain
name.

MSIGN-2833 | Improvement | Password change button behavior is changed and if
“Password” and "Confirmation” do not match, the button is
disabled in real-time with key presses.

Special character control is added.
Password Requirements Ul is improved.

MSIGN-2831 | Improvement | Lookup response is improved for security reasons.

“Hide Profile Photo on Lookup” option is added under System
/ Configurations / Sign In.

MSIGN-2829 | Improvement | Index added to "CreatedDate” column for "Password" table.

MSIGN-2828 | Improvement [ Performance is improved for rules inside flows, policies,
automations.

MSIGN-2826 | Improvement | Monitoring Api calls and average times for performance
analysis are added to ping endpoint.

These metrics can be reached via calling "/ping?monitor” for

“monosign-api’, “monosign-account” and

“monosign-management”.

By default these metrics are disabled.

You can enable it by setting

"MONOSIGN_ENABLE_PERFORMANCE_ANALYZER" to "true”.
MSIGN-2825 [ Improvement | Improved SAML Claims for Microsoft MFA recognition
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MSIGN-2720

Improvement

Access Certification new perpectives are added.
Performance improvements are implemented.
Access Certification Manager option is added.
Certifications page is implemented on account.

Key Type Name |Release Notes

MSIGN-2835 [Bug Password decryption issue is resolved on ADProfile provider.

MSIGN-2832 [Bug DefaultLogin Type issue is resolved caused on automations.

MSIGN-2830 [Bug Unlock issue is resolved if user Default Login type ise
selected as "SystemDefault”

MSIGN-2824 | Bug Duplicate field issue is resolved on ADProfile provider.

MSIGN-2823 |Bug BaseDN option is added to AD Profile provider.

4. Known Issues

There are no Known Issues reported in this release.

5. Supported Platforms

There are no changes to the supported platforms.
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