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Monofor Release Notes

Monopam

Release Notes - v2023.05

General Availability Features
Release Name: v2023.05 Latest Hotfix Name: N/A
Release Date: 2023-05-31 Latest Hotfix Date: N/A

These are the release notes of Monopam v2023.05

Monopam is an Privileged Access/Account Management solution for enterprise-level
organizations. Monopam has enterprise grade features, and these features help
companies to secure their privileged account and access critical environments.

These release notes contain the following information.
e New Features
e Improvement
e BugFixes
e KnownlIssues
e Supported Platforms
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1. New Features

Key Type Name [Release Notes

MPAM-396 | New Feature |Recordings of specific user are added to User Detail page.
Recordings of specific resource are added to Resource Detail
page.

MPAM-395 | New Feature [Activate & Deactivate options are added to policy page.

MPAM-379 | New Feature [Writing password to a file as encrypted feature is added to
password rotation automation.

MPAM-377 | New Feature |Writing password to a file with plain text option is added to
password rotation automation.

MPAM-372 | New Feature [Locking & Unlocking feature isimplemented for Vault items.

MPAM-371 New Feature |Bulk actions are added to Vault page.

MPAM-370 | New Feature |Adding private vaultitem feature is implemented.

MPAM-369 | New Feature [Creating Generic Vault Type feature isimplemented.

MPAM-364 | New Feature [Password policy is added and expiration option is added
under Password Policy.

MPAM-363 | New Feature [Password history check is added to password policy.

MPAM-362 | New Feature |Bulkactions feature isimplemented for Vault page.

MPAM-361 New Feature | Vault validation policy is added to validate your credentials on
scheduled intervals.

MPAM-360 | New Feature [Validate a password on aresource feature is implemented.

MPAM-342 | New Feature [Audit component is implemented to use in Vault + Resource

details.

2. Improvement

Key

Type Name

Release Notes

MPAM-401

Improvement

Checkboxes are displayed by default when viewing the page.
“"Delete” action is added.
"Add to Policy" action is added.
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MPAM-398 Improvement | Record Retention Service is improved to avoid many files in
no retention case. Gateway Services timings are improved for
performance.

MPAM-397 Improvement | Recoding durations are displayed in a more user-friendly
format.

MPAM-391 Improvement | Filtering options are added to Recordings & Audit page.

MPAM-386 Improvement | Expire password option is added for Username & Password
type.

MPAM-385 Improvement | Audit for specific user is added to "Audit” tab under "Users"
page.

MPAM-384 Improvement | Executing policies when user logs in is implemented to
reflect the latest policy rules.

MPAM-383 Improvement | Running a Policy for All users and Running all policies for a
specific user options are implemented.

MPAM-356 Improvement | Detail links of Actor & Targets are added to Audit page.

MPAM-352 Improvement | Audit tab is added to resource edit page.

MPAM-351 Improvement | Audit tab is added to vault edit page.

MPAM-348 Improvement | Split password feature is implemented under Vault Access
Policy.

MPAM-347 Improvement | Command Palette key binding setting is added to "System /
Configuration / Key Bindings"

MPAM-346 Improvement | Disconnect from all sessions is implemented when a user is
blocked.

MPAM-338 Improvement | “Go Back" button Ul is improved.

MPAM-318 Improvement | SSH Recording player is improved for colored and complex
console outputs.

MPAM-68 Improvement | Permanent logout option is added to “Tenant /
Authentication”

3. Bug Fixes

There are no Bugs reported in this release.
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4. Known Issues

There are no Known Issues reported in this release.

5. Supported Platforms

There are no changes to the supported platforms.
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