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Monopam

Release Notes - v2023.09

General Availability Features
Release Name: v2023.09 Latest Hotfix Name: N/A
Release Date: 2023-09-30 Latest Hotfix Date: N/A

These are the release notes of Monopam v2023.09

Monopam is an Privileged Access/Account Management solution for enterprise-level
organizations. Monopam has enterprise grade features, and these features help
companies to secure their privileged account and access critical environments.

These release notes contain the following information.
e New Features
e Improvement
e BugFixes
e KnownlIssues
e Supported Platforms
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1. New Features

Key Type Name [Release Notes

MPAM-451 New Feature |Reconcile option is added for password and account
synchronization.

MPAM-435 | New Feature |"Apply All" option is added to Resource Access Policy to
modify properties for all resources in the current policy.

MPAM-434 | New Feature [Dynamic Rule feature is implemented for Resource Access
Policy.

MPAM-414 | New Feature | State filter is added to Vault page.

MPAM-365 | New Feature |Lock & Unlock and Checkin & Checkout features are added to
vault items.

MPAM-359 | New Feature [Rotation criteria feature is added to "Password Rotation
Policy’,
"OnTime" and "After Access” options are available for this.

MPAM-337 | New Feature [Opening RDP files with default program is implemented.

MPAM-263 | New Feature [Closing connection on Browser / Tab close is implemented.

MPAM-239 | New Feature [Installing Linux Agent via Ul is implemented.

2. Improvement

Key Type Name |Release Notes

MPAM-465 | Improvement | Companies can now use their own dictionaries for Password
Policy Passphrase.

MPAM-463 [ Improvement | Agent information is added to resource.

MPAM-462 [ Improvement | Resource connection "Test” button is added to resource
detail.

MPAM-461 Improvement | “Ignore on Create” & "Ignore on Update” options are added to
password policy.

MPAM-457 Improvement | Access page is refactored for performance issues.

MPAM-455 [ Improvement | Deleting related items is added to resource deletion.
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MPAM-453 Improvement | Pagination is added to "User” page "Access" tab.

MPAM-452 Improvement | Connection with PKI option is implemented for “Match with
Vault” feature in SSO.

MPAM-450 Improvement [ Audits are added to "Access Keys" api.

MPAM-449 | Improvement | Paging support is added for shared local account page.

MPAM-447 Improvement | Shared accounts list is added under "Resource” detail page.

MPAM-446 | Improvement | Password rotation feature is refactored, all audits are
arranged with semantic responses.

MPAM-442 | Improvement | Shared accounts can be used in policies.

MPAM-441 Improvement | Shared accounts can be used in file operations.

MPAM-440 | Improvement | Local accounts of the resource are listed on the resource
detail page

MPAM-439 Improvement | Policies involving the credential should be listed on the
credential detail page

MPAM-438 Improvement | Policies containing the resource are listed on the resource
detail page

MPAM-437 Improvement [ Policy listing sections (User, Group, Advanced) have been
combined into a single policy listing

MPAM-433 Improvement | Code uniqueness is removed from imported accounts.

MPAM-415 Improvement | Performance is improved for fetching File & Folder tree in
Download / Upload File.

MPAM-413 Improvement | Average & Max gateway metrics are added to gateway page.

MPAM-410 Improvement | Page level authorization is implemented.

MPAM-408 | Improvement | Shared Local type is added to the same local user in multiple
resources.

MPAM-403 [ Improvement | Diagnosing WebSocket & SignalR is added to diagnostic part.

MPAM-402 [ Improvement | Actor & Target options are added to User Audits page.

MPAM-343 Improvement | OpenlID / OIDC support is added to Monopam login options.
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3. Bug Fixes

Key Type Name |Release Notes

MPAM-467 | Bug Displaying only AD sources is implemented in AD Import &
Domain User selection.

MPAM-448 | Bug Windows-Agent; 10 Controller refactored, response
messages are arranged.

Replacing multiple locations in same document issue is

resolved for automation steps.

MPAM-445 | Bug Unnecessary FullScreen Update issue is resolved in RDP
connections.

MPAM-443 | Bug Fixed returning to previous page in browser

MPAM-436 | Bug Bug is fixed on changing quality with Non-Admin users.

MPAM-430 | Bug Serilog versions are updated.

This line should be added to gateway config file under

“Serilog” section.
"Using": [ "Serilog.Sinks.File", "Serilog.Sinks.Console” ],

MPAM-431 | Bug Sending Insert Key issue is resolved on RDP.

MPAM-421 | Bug CPU usage in Video Rendering part is improved

MPAM-420 | Bug Connect with client issue is resolved.

MPAM-416 | Bug Sending Quality Issue on Session Start is resolved.

MPAM-405 | Bug Discover computers issue is resolved.

MPAM-267 | Bug RDP return codes are improved.

4. Known Issues

There are no Known Issues reported in this release.

5. Supported Platforms

There are no changes to the supported platforms.
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