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General Availability Features 

Release Name: v2022.09 Latest Hotfix Name: N/A 
Release Date: 2022-09-30 Latest Hotfix Date: N/A 

These are the release notes of MonoSign v2022.09 

MonoSign is an Identity & Access Management solution for enterprise-level 
organizations. MonoSign has enterprise-grade features, which help companies 
secure their identities and identity-related environments. 
 
These release notes contain the following information. 
New Features 
Improvement 
Bug Fixes 
Known Issues 
Supported Platforms 
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1. New Features 
 

Key Type Name Release Notes 

MSIGN-2543  New Feature  

Health check endpoints added to monosign-api, monosign-
account and monosign-management.  
Simple => /ping/hc  
Detailed => /ping/hc?detail=1  

MSIGN-2531  New Feature  Account Signout option added for external applications.  

MSIGN-2524  New Feature  User Authenticator and related devices remove api released.  

MSIGN-2523  New Feature  Configuration added to "Sign In" for Permanent login option.  

MSIGN-2519  New Feature  Filtering added to Audit table in user detail.  

MSIGN-2518  New Feature  
"Attribute" menu added to user detail to show provider and 
MonoSign specific attributes.  

MSIGN-2508  New Feature  "Never Expires" option added for internal accounts.  

MSIGN-2507  New Feature  
Usage Guide added for "Account" application, with selected 
content.  

MSIGN-2502  New Feature  Bypass option added to userSource for unlock operation.  

MSIGN-2441  New Feature  MonoSign Login with UserPrincipalName added.  

MSIGN-1938  New Feature  Report Scheduling + Subscribing feature added.  

 

2. Improvement 
 

Key Type Name Release Notes 

MSIGN-2535  Improvement  Login error reason added to Audit for Active Directory user.  

MSIGN-2533  Improvement  
monosign-service lifetime is improved.  
Large object heap and garbage collection re-designed.  

https://monofor.atlassian.net/browse/MSIGN-2523
https://monofor.atlassian.net/browse/MSIGN-2519
https://monofor.atlassian.net/browse/MSIGN-2518
https://monofor.atlassian.net/browse/MSIGN-2508
https://monofor.atlassian.net/browse/MSIGN-2507
https://monofor.atlassian.net/browse/MSIGN-2502
https://monofor.atlassian.net/browse/MSIGN-2441
https://monofor.atlassian.net/browse/MSIGN-1938
https://monofor.atlassian.net/browse/MSIGN-2535
https://monofor.atlassian.net/browse/MSIGN-2533
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MSIGN-2530  Improvement  
Audits added for User Lock / Unlock detection on Active 
Directory.  

MSIGN-2527  Improvement  
Source settings removed from unnecessary parts for 
database and network performance.  

MSIGN-2526  Improvement  Password change audits added.  

MSIGN-2520  Improvement  Bad password count cleared after an unlocks operation.  

MSIGN-2517  Improvement  
"account", "api", "management", "seed" and "service" version 
information added to about page.  

MSIGN-2513  Improvement  "MFA Enabled" icon added to user detail page.  

MSIGN-2506  Improvement  Password policy UI added to show password requirements.  

MSIGN-2472  Improvement  
Regex option added to password policy to not allow the 
password matching the regex.  

 

3. Bug Fixes 
 

Key Type Name Release Notes 

MSIGN-2534  Bug  Suggest password bug fixed while creating user.  

MSIGN-2509  Bug  
All authenticators default bug fixed when adding multiple 
devices.  

MSIGN-2504  Bug  
Authenticator usage added for OTP based authenticators.  
Object reference bug fixed when entered correct OTP code.  

 

4. Known Issues 

There is no Known Issues reported in this release. 

 

https://monofor.atlassian.net/browse/MSIGN-2530
https://monofor.atlassian.net/browse/MSIGN-2527
https://monofor.atlassian.net/browse/MSIGN-2526
https://monofor.atlassian.net/browse/MSIGN-2520
https://monofor.atlassian.net/browse/MSIGN-2517
https://monofor.atlassian.net/browse/MSIGN-2513
https://monofor.atlassian.net/browse/MSIGN-2506
https://monofor.atlassian.net/browse/MSIGN-2472
https://monofor.atlassian.net/browse/MSIGN-2534
https://monofor.atlassian.net/browse/MSIGN-2509
https://monofor.atlassian.net/browse/MSIGN-2504
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5. Supported Platforms 
 
There is no changes to the supported platforms. 


