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Monosign

Release Notes - v2024.03

General Availability Features
Release Name: v2024.03 Latest Hotfix Name: v2024.03-hf02
Release Date: 2024-03-08 Latest Hotfix Date: 2024-03-15

These are the release notes of Monosign v2024.03

Monosign is an Identity & Access Management solution for enterprise-level
organizations. Monosign has enterprise-grade features, which help companies
secure their identities and identity-related environments.

These release notes contain the following information.
e New Features
e Improvement
e BugFixes
e KnownlIssues
e Supported Platforms
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1. New Features

Key Type Name [Release Notes
MSIGN-2900 [New Feature |Users can now assign a user for a role directly from the Role
Assignments.
MSIGN-2898 [New Feature [New User Source Agent Wizard added.
MSIGN-2895 [New Feature [Get Started added for better guidance.
MSIGN-2892 [New Feature [Timeout, Try Count options are added to Branch, Code and
HttpRequest types.
"Reset Try Count” option is added steps.
“"Edit Flow Data" and "Edit Step Data" options are added.
Auto generate option is added for number form fields.
MSIGN-2889 [New Feature [Same client_id support is added for AuthN/Z Server key type.
Description and search is added to application keys.
Key & Secret values are editable from Ul
MSIGN-2888 [New Feature [Custom Numbering/Labeling a workflow feature is
mplemented.
You can add a shortcut, separator, start index and increment
value.
MSIGN-2882 |New Feature |User authenticators managed by automations.
Default User authenticator feature is added to automations.
Owner control is added to user authenticator remove action.
MSIGN-2881 [New Feature MsSql Resource provider is implemented for fetching and

Syncing dynamic resource contents.
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MSIGN-2860

New Feature

ncremental lockout feature is added to password policy.
"Reset Fail Count on Lock" is added to password policy.

2. Improvement

Key Type Name [Release Notes

MSIGN-2903 | Improvement | Entering email on Login form issue is resolved. When user
enters, the same information will be displayed on lookup step.

MSIGN-2302 | Improvement | Monofor Identity Browser Extension will auto sign-in when
you signed in to your account.

MSIGN-2901 [ Improvement | notBeginsWith, notEndsWith, notContains options are added
to rule component.

MSIGN-28399 | Improvement | Documentation added for Get Started and User Source Add
actions.

MSIGN-2897 | Improvement | Active Directory or LDAP is now default provider when adding
anew User Source

MSIGN-2896 [Improvement | User does not need to assign Management application
anymore if assign Super Admin role.

MSIGN-2880 | Improvement | Step descriptions are added to see latest and all
descriptions.

MSIGN-2879 | Improvement | Starter approval option is added to "Approvers” of steps.
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MSIGN-2872

Improvement

Lock issue is resolved on Account / Security / Change My
Password page. If user enters many wrong passwords
account will be locked and user will be signed out
automatically.

User states are validated on provider (Account
Expires,Account Lock etc) for every login including QR Login,
Account Login, Api Login.

MSIGN-2871

Improvement

Version History page is added under management "System™ /
“Version History" page.

MSIGN-2817

Improvement

Passkeys process improved for better handling for "Cancel”
actions

MSIGN-2816

Improvement

WebAuthN Authenticator name changed as Passkeys

3. Bug Fixes

Key Type Name |Release Notes

MSIGN-2904 [Bug “Too Many Authenticator usage” warning is resolved with
checking only not-completed authenticators.

MSIGN-2894 | Bug Privileged User case is fixed on Unlock operation.

MSIGN-2893 | Bug Auto redirection is implemented for account originated logins
if user password change is required.

MSIGN-2891 [Bug Default language problemis fixed for non English Devices.
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MSIGN-2890 |Bug Access restriction, authentication policy, password check
orderings fixed.

MSIGN-2886 |[Bug "SMS Code" paste issue is resolved for Identity Application.

MSIGN-2878 |[Bug Scripts errors are resolved for Internet Explorer on Unlock,
Password Recovery and QR Login pages.

4. Known Issues

There are no Known Issues reported in this release.

5. Supported Platforms

There are no changes to the supported platforms.
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