


General Availability Features

Release Name: v2024.03 Latest Hotfix Name:N/A

Release Date: 2024-03-21 Latest Hotfix Date:N/A

These are the release notes of Monopam v2024.03

Monopam is an Privileged Access/AccountManagement solution for enterprise-level
organizations. Monopam has enterprise grade features, and these features help
companies to secure their privileged account and access critical environments.

These release notes contain the following information.
● New Features
● Improvement
● Bug Fixes
● Known Issues
● Supported Platforms
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1. New Features

Key Type Name Release Notes

MPAM-536 New Feature Showing inactive/removed users is implemented. You can see
all audits/records.. of a inactive/removed user.

MPAM-418 New Feature Ctrl + Alt + Delete send button is added to RDP sessions.

2. Improvement

Key Type Name Release Notes

MPAM-540 Improvement Unknown host issue is resolved on SSH connection &
recordings.

MPAM-539 Improvement Maximum file size setting is added under "System",
"Configuration", "Connection".
Default file size for upload & download is 100MB.
Maximum allowed size is 1024MB for now.
It is important to set the required configuration in Monosign
load balancer for request size.

MPAM-537 Improvement Audit actor issue is fixed in client connections.

MPAM-535 Improvement Gateway automatic health check feature is added.
Gateway load balancing feature is improved and only healthy
gateways are load-balanced.
Grace period is controller according to licence type.

MPAM-532 Improvement "Validate" shortcuts are added to "Gateway" details page.
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MPAM-531 Improvement Loading feaature is added to "Save" button an all pages.

MPAM-530 Improvement Global Privileged Credential in Gateway

MPAM-528 Improvement Enable "Contains" search option is added under "System"
"Configuration" "Search" section.
This will enable "Contains" search.
Note: This option will affect database performance.

MPAM-527 Improvement Clipboard Operations in Resource Access Policy

MPAM-525 Improvement RDP Image Quantity and Quality Setting Limit

MPAM-524 Improvement Managing copy-paste with Resource Access Policy

MPAM-523 Improvement RDP stream performance is improved.
RDP specific configurations are added to config.json in

under "Arguments" section.
Example Configuration: "RdpArguments": [{
"Value":"heartbeat",
"NewValue": "-heartbeat"
}]

MPAM-522 Improvement Terminate connection option is added to resource access
policy for ending access case.

MPAM-517 Improvement Change Resource Selection Component

MPAM-516 Improvement Policy operations should be added to the resource
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MPAM-496 Improvement Access Hours feature is added to access policies.

MPAM-79 Improvement Vault Import feature is implemented under "Vault" page,
"Import" / "Import fromCSV" option.

3. Bug Fixes

Key Type Name Release Notes

MPAM-533 Bug Bug is fixed on "User" & "Group" specific policy creation.

MPAM-529 Bug Black screen problem due to global custom rdp port

MPAM-521 Bug Bulk actions visibility are fixed for non-admin users.

MPAM-520 Bug Password Rotation Policy Editing Errors

MPAM-519 Bug "By-Resource" tab visibility is fixed on Resource Access
Policy.

MPAM-518 Bug Validation is added to save part for "Discover Policy".

MPAM-511 Bug Full screen issue is resolved for multiple session case.
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MPAM-417 Bug MFA issue is resolved for credential provider in gateway
machines.

This registry key can be set to "true" to disable MFA on
gatewaymachine.

"HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Auth
entication\Credential
Providers\{8D59B60C-7177-4A69-BDB2-D451B08D7751}\Disa
bleMFA"

4. Known Issues

There are no Known Issues reported in this release.

5. Supported Platforms

There are no changes to the supported platforms.
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