


General Availability Features

Release Name: v2024.09 Latest Hotfix Name: v2024.09-hf01

Release Date: 2024�09�25 Latest Hotfix Date: 2024�10�01

These are the release notes of Monosign v2024.09

Monosign is an Identity & Access Management solution for enterprise-level
organizations. Monosign has enterprise-grade features, which help companies
secure their identities and identity-related environments.

These release notes contain the following information.
● New Features
● Improvement
● Bug Fixes
● Known Issues
● Supported Platforms
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1. New Features

Key Type Name Release Notes

MSIGN-2987 New Feature Unlock on Password Change option is added to password
policy.

MSIGN-2983 New Feature Restricted Paern option is added to password policies. You
can use {{UserName}}, {{Email}}, {{Profile.PropertyName}}
etc. to restrict user's profile value in the password. This
feature works as case insensitive.

MSIGN-2979 New Feature Options are added to profile properties for Add & Update
behaviour.

MSIGN-2977 New Feature License requirements is added to health check for
monosign-api.

MSIGN-2976 New Feature Application specific SAML certificate option is added for
SAML keys.

MSIGN-2973 New Feature WS�Federation Authentication is now supported on SAML
Method

MSIGN-2967 New Feature Online licensing is implemented over "services.monofor.com".
Every installation should have a valid license.
For first installations, license is not required for 30 days if it
the system is usedwith 3 or less distinct users, otherwise the
systemwill block the login operations.
For license renewals, manual operation is not required, the
systemwill download the new license if it is defined.
"services.monofor.com" communication is required for all

installations. If
License informations can be seen under "System / Licensing".
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2. Improvement

Key Type Name Release Notes

MSIGN-2986 Improvement UI & performance improvements are implemented for Access
certification.
Performance is improved for Resource import from Sql

provider.

MSIGN-2985 Improvement Profile Photo is integrated to Profile List page. Search
performance is improved.

MSIGN-2984 Improvement Sync performance is improved for large users on User
Sources.

MSIGN-2981 Improvement SAML Logout Improved on HTTP�Post

MSIGN-2975 Improvement jQuery Validation library is upgraded to version 1.21.0

MSIGN-2974 Improvement Security is improved for "Key" & "Secret" validation for
tenants on external service communication.

MSIGN-2971 Improvement Added ability to manage processes SMS steps while before
send / sending / after sendwith custom code. You can enable
it under System / Configurations / Notification / SMS /
Interception

MSIGN-2965 Improvement The "Invalid Credentials" log now contains more detailed
information

MSIGN-2951 Improvement Monofor Identity Architecture Redesigned
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MSIGN-2938 Improvement Identity matrix UI is improved.

MSIGN-2258 Improvement Brand & Domain seings, color schemas, theme options are
added under "Branding / Domain" & "Branding /
Custimization"

3. Bug Fixes

Key Type Name Release Notes

MSIGN-2982 Bug Password change issue is resolved for Locked Users.

MSIGN-2980 Bug Fixed a bugwith Compressed SAMLMessages

MSIGN-2970 Bug Wrong user removal case is resolved on Monofor Identity
application.

MSIGN-2968 Bug Password history check issue is resolved on empty salted
passwords.

MSIGN-2966 Bug WebApiUserProvider sync issue is resolved.
"Test" buon issue is resolved.
Find results showed in UI when testing.

4. Known Issues

There are no Known Issues reported in this release.

5 | Page



5. Supported Platforms

There are no changes to the supported platforms.
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