


General Availability Features

Release Name: v2024.12 Latest Hotfix Name: v2024.12-hf01

Release Date: 2024-12-23 Latest Hotfix Date: 2024-12-30

These are the release notes of Monosign v2024.12

Monosign is an Identity & Access Management solution for enterprise-level
organizations. Monosign has enterprise-grade features, which help companies
secure their identities and identity-related environments.

These release notes contain the following information.
● New Features
● Improvement
● Bug Fixes
● Known Issues
● Supported Platforms
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1. New Features

Key Type Name Release Notes

MSIGN-3031 New Feature Windows Passwordless now supports 6 digits code to Sign-in.

MSIGN-2993 New Feature Owner import feature is added to Resource import part for
access certification.

2. Improvement

Key Type Name Release Notes

MSIGN-3037 Improvement Added filter to GROUP assignments page

MSIGN-3036 Improvement Added filter to permission assignments page

MSIGN-3035 Improvement Device removal is cancelled on messaging service responds
as device is "Unregistered".
Related improvements will be implemented in the next

release.

MSIGN-3034 Improvement Clear cache & static data of account application is
implemented for DMZ deployments.

MSIGN-3033 Improvement Nonce support added to the Sign-In Endpoints

MSIGN-3032 Improvement Added nonce support to User Device Unlock

MSIGN-3028 Improvement The Last Login Date is updated when a device is created or
updated

MSIGN-3026 Improvement Making structural changes in finding the assignments of
Access certification items

MSIGN-3025 Improvement Changing the reviewers structure in the Access certification
campaign section.

MSIGN-3024 Improvement Adding owner to review selection in Access Certification

MSIGN-3021 Improvement Download file in different steps is fixed onworkflow.
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MSIGN-3018 Improvement You can get encrypted environment values from
https://monosign-api/v1.4/system/environment-variables.

For diagnostic purposes, you can use
https://monosign-api/v1.4/system/environment-variables?vie
w=true

MSIGN-3017 Improvement MONOSIGN_RABBITMQ_PASSWORD should be setted at
least 16 chars (Minimum 1 letter and 1 number and 1 special).

MSIGN-3016 Improvement MONOSIGN_REDIS_PASSWORD should be setted at least 16
chars (Minimum 1 letter and 1 number and 1 special).

MSIGN-3015 Improvement Passwords are cleared from User Source properties part. You
need to save the source settings once for older records.

MSIGN-2941 Improvement Notifications to user page

3. Bug Fixes

Key Type Name Release Notes

MSIGN-3038 Bug Authentication cookie issue is resolved on password reset.

MSIGN-3030 Bug Windows Passwordless “Invalid Username or Password is
incorrect” error fixed

MSIGN-3029 Bug User device update behaviour is changed for more stable
device updates.

MSIGN-3014 Bug Resource assignments, listing, paging and counts are
corrected.

MSIGN-3008 Bug Application User Re-Assign issue is resolved. You can update
current assignment with this fix.

MSIGN-3004 Bug Document loading issue is resolved on task completion for
access certification.

4. Known Issues

There are no Known Issues reported in this release.

4 | Page



5. Supported Platforms

There are no changes to the supported platforms.
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